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Embedded Linux

Hardware-Assisted Debugging Tools
for 

Kernel, Process and Application Debug

- ARM Processors -
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Why Hardware-Assist ?

• Stable platform is NOT required

• Non-Intrusive, Real-Time Code Execution

• Does not Lose Context after System Reset

• Complete System Visibility to all ASIC or ASSP 
devices / registers
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A new model for Linux debug

• Virtual communication port via DCC
- Including Linux Console redirection

• Source-level kernel debug

• Process Resource Lists

• Application Debugging

• All from within the same debugger
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Virtual Communication Port

• Debug Communications Channel (DCC)
– Contained in the EmbeddedICE logic (CP14 register)
– Allows target software to communicate with emulator / 

debugger
– 32-bit data read register, 32-bit data write register
– 6-bit  communication control register for handshaking
– XScale also uses this for debug message handling

• Linux DCC driver
– Implements multiple tty 

devices in Linux OS
– Typically built in with 

kernel code
– Eliminates need for other

communications ports
(e.g. serial, TCP/IP, USB)
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• Output starts at boot

• No need to wait for initialization of peripheral 
communication

• All Linux command line messages and functionality 
available

Linux Console output via JTAG
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Source-Level Kernel Debug
• Use JTAG connection for communications

• Direct connect to processor core

• “Halt Mode” debug

• Static view of processor and code

• Tool facility to program flash with kernel boot code 
and root file system
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Application Debug

• Linux applications are all mapped to the 
same address space

• Breakpoints can be set on dynamically 
located tasks

• “Run Mode” or “Task Mode” Debug
– Breakpoints stops the task, not the processor

• Drill down from application level through the 
kernel to the board support package
– Combine Run mode with Halt mode debug
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Linux Process/Application Representation

• Tasks are shown in Operating systems Resources

• Identical to “ps” output

• Attach / debug a running process

• Start and debug a new process

• Debug multiple applications simultaneously
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Linux Process Debugging
• Step through / set breakpoints in application code, kernel keeps

running

• Examine / modify memory and process(or) registers

• Examine / modify application variables (global/local/stack)

• Full control of application code

• Highlighted Task List as the Focus Context

• Seamless transition in and out of kernel and process debug
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Practical use cases
• “Headless” embedded systems

– no CRT, serial, ethernet or other console port available
• DCC redirects console port over JTAG

• No-stop debugging
– It is technically impossible or not desired to STOP the processor

• Stop only the process you are debugging, keep your system running

• Concurrent debug of kernel, processes and 
applications

– While debugging the application, you encounter a problem at the 
kernel

• step down to kernel using the same debugger and session

• Linux as development system
– Develop and debug your application from a linux host

• Linux native version of the debugger available

• Basically:
– Any Linux project on ARM / Xscale
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Products

Emulators with JTAG and 
ETM Trace features Development Boards and Kits

Multi Core Source Level Debugger

Emulator with JTAG Run 
Control Features

IDE
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More information

www.logic.nl

Let’s go live.....


