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Gateway TCP/IP <->ZigBee: utility 

• getting remote access via Ethernet for 

control ZigBee network from any work 

station with internet connection

• possibility to upgrade firmware by remote 

uploading via Ethernet + over-the-air

• increase the size of the ZigBee network by 

integrating several small networks
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Gateway TCP/IP<->ZigBee: structure

• ZigBee network processor

• Host controller for main application

• TCP/IP network processor
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ZigBee network processor: EM260

• Can be used with any MCU

• Adding ZigBee to any device is  easier

• Self contained, and pre-programmed

• QFN 6mm X 6mm package

RF Transceiver

Protocol Stack

Application

SPI, UART

Any Processor

EM260

EM260 Jump Start Kit

• Breakout Boards, Radio Modules EM260 RCM

– Rapid prototyping and development

• InSight Adapter (ISA)

– Enables on-chip and network-level debugging

• Embedded Software

– EmberZNet  libraries (binary)

• Tree stack (ZigBee Stack)

• Mesh stack (EmberZNet)

– Supporting peripheral drivers (source)

– Sample application source code

• PC-Based Software

– InSight Desktop – development and 

deployment stage debugging
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Host microcontroller: ATmega32

• 8-bit AVR microcontroller

• 16 MHz

• Low power

• High performance

• 32 K bytes Flash

• 1024 Bytes EEPROM

• 2 K byte Internal SRAM

• JTAG interface for 

debagging

• Hardware SPI

EM260 Breakout Board



6th International Workshop on Ambient Intelligence and Embedded Systems

September 6-7, 2007, VAMK, Vaasa, Finland 6

TCP/IP network processor: Chip W3100A

Module NM7010A
• Software TCP/IP 

solutions: Ubicom, 

Lantronix, NetSilicon,   

Rabbit, BECK…

• Hardware TCP/IP solution: WIZnet

Application

TCP/UDP

IP, ARP

MAC

PHYHardware

Hardware

Software

Software
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Implementation demands

• Configuration TCP/IP parameters

• Configuration ZigBee network options 

• Transfer data through gateway

Realization:

Software for PC:

ConfigTool Utility
Firmware for MCU
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Firmware for MCU

• Main application routine

• DHCP client

• UDP port for setting IP-options manually

• TCP server for configuration ZigBee network options
and sending commands to ZigBee coordinator

• Transferring data between ZigBee and TCP/IP networks

• Driver for W3100A. I2C interface

• TCP server for transmitting data via TCP/IP network

• Driver for EM260. SPI interface

• RS-232 interface

• HAL level (timers, buttons, leds, buzzer, WDT, etc…)
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Software for PC:          

ConfigTool Utility

• Main user interface

• UDP port for configuration IP-options

• TCP-client for communication with gateway 

• Configuration ZigBee network options

• Sending commands to ZigBee coordinator

• Getting of Coordinator’s Binding Table
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Utility ConfigTool: setting IP-options

Step I Step II
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Utility ConfigTool: 

ZigBee configuration options

Step III
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Transfer data

• unicast

• multicast

• broadcast

• datagram

• sequenced

5 types of messages are available:

APS layer ZigBee

Transport layer

EmberZNet

• Gateway is running in TCP-

server mode

• For demonstration transfer 

data it is possible to use any 

standard TCP-client program 

(Telnet, Hyper Terminal)

MAC Layer (802.15.4)

Stack HAL

Network Layer

ZD

O
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ZDO 

Mgmt 

Plane

APS Layer
Security

Services

Endpoints 1 - 238 0

Application Framework

ZigBee

App
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or PUBLIC
PRIVATE

Ember API

Enhanced ZigBee App

Transport Layer

Ember ZigBeeApplication
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Transfer data
• TCP-connection 

to gateway

• Serial connection 

with router 



6th International Workshop on Ambient Intelligence and Embedded Systems

September 6-7, 2007, VAMK, Vaasa, Finland 14

Transfer data

• Help messages 
are available

• For getting 
help  just button 
‘?’ should be 
pressed
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Thank you for attention


