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= Functionality (offline) RELEASE
- Insurant data (VSD) 1
- e-prescription —
- emergency data

_ _ _ RELEASE
= Functionality (online) 2
- insurant data, physician’s letter and e-prescription =
- Release 2.K comfort-signature s midaa

X

= Functionality (online)
- medication-interaction-testing (AMTS)
- patient folder T
- e-prescription: hospitalization, BTM, modality 3
- patients' terminal (eKiosk) —



Telematic infrastructure
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Cards of the telematic infrastructure:

— eGK: electronic health card
— Insurant data

— medical data
— Keys and certificates (X.509 und CVC)

— HBA: electronic health professional card
— Keys and certificates (X.509 und CVC)
— gualified electronic signatures
— Personal identity
— Authentication
— C2C-Authentication to SMC and eGK for setting the security level
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Cards of the telematic infrastructure:

— SMC A: Secure Module Card A
— Keys and Certificate (CVC)

— C2C-Authentication to eGK for setting the security level
— Installing Trusted Channel to HBA

— SMC B: Secure Module Card B

— Keys and Certificate (X.509 und CVC)
— see SMC A
— Institution identity (surgery, hospital, pharmacy)
— Authentication (SSL-tunnel to Broker)
— Message signature, decryption
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CVC: Card-Verifiable-Certificate

ASN.1-coded certificate (ISO 7816-8)
Is verifiable by a card with the help of a public CA-key
Certificate without expiring date

Certificate contains “Certificate Holder Authorisation”
(CHA)

— CHA hallmarks the role of the user/institution
— 6 Byte prefix, 1 Byte profile-ID
— D2 76 00 00 40 00 || Ox



Example CVC
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Tag L Wert
TE21' 1'81CD" | CV-Zertifikat (205 Byte)
Tag L Wert
SF27 18180 | SIG.CA (128 Byie)
Digital Signature Input fir SIG.CA ("6A" .. 'BC):
'6A" = Padding entsprechend [1505796-2]
04" = CPI
W k' = CAR (8 Byle)
o = CHRE (12 Byte)
i wx' = CHA (T Byle)
o = 0ID (6 Byte)
i = PK part 1 (erster Teil des Modulus, 72 Byte)
' = Hash (20 Byte, Hash Input: DE= CPI ... PK, siehe
Tabkelle B.10)
'‘BC' = Trailer
aF3E |2 i, xx' = PE-Rest (Rest des Modulus, gefolgt vom Exponen-
ten "00010001°, 60 Byte)
‘42 035’ Wk = CAR (8 Byte)

er Gesundheitskarte mbH
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Profile Role

1 eKiosk

2 Physician, medical secretary, SMC-B surgery/hospital

3 Pharmacist, pharmaceutical assistant, SMC-B pharmacy
4 Psychotherapist (HBA + SMC B)

5 HBA healthcare therapist

6 -

7 Ambulance officer

8 SMC B health insurance

9 SMC B other medical personal




eGK applications
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[ wF ]

DF.HCA
— EF.eRezapt_Tickets | Dateien
icht-
Dabeien A EFFPD —ﬂ =F | Armendund
miit
Personendaten S
und
Versi aten EF.GvD ||
3 EF.SiaftusvD ||
- EF_Venwals Dateien
Dateien & ogging i e
fen EF. EF.eMaffallzazn | freiwillige
' Protokollisrung und —— __| EF.MM| Anwendungen
Emverstandniserklarung W
- Arneimitekiokumentation
= Access Rule References
= Display Message
- versichertendaten
= Healih Care Application
= Pallenten-Aktan
= Persanendaten
= ersichertendaten " Diese Dabel — Talls vorhanden —
= przelchniselnrag Ist entsprechend I1SCUEC TB16-4
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TAEEE 5o 35
58 g 6 S =4 =
a " 0 O g ] O 0O
= = s Q =, =
o 2 2 e 7 =0
o)) o 0 n =
PIN-home R R RAD RUAD R READ AD R
1+* R R RAD RUAD R READ AD R
2 R R (RUAD)* (RUA RU RUE R(UE)*
D)*
3 R R (RUAD)* (RUA RU RUE R(E)*
D)*
4 R R (RUAD)* (RUA R(E)*
D)*
5 R R RU RUE
7 R R* R
8 R R
9 R R (RU)* (R)* (RE)*

R=read, U=update, A=activate, D=deactivate, E=erase, *=+PIN.CH
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Q) Q) (@) o
1) 1) 1) -
- - - A
> m m m
3 2 2| 3
> a 2 <

PIN-home R IS R V R IS R V

1 R (1S)* R V* R* (1S)* R* V*

2 R (1S)* R V* R IS R V

3 R (1S)* R V* R IS R V

4 R (1S)* R V* R IS

5 R (1S)* R V* R IS R V

7 R R

8 R R IS

9 R (1S)* R IS R* V*

R=read, I=internal authentication, S=electronic signature, V=decipher, *=+PIN.CH
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Thankyouforyourauenﬂon!



info@gematik.de = www.gematik.de



