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Idea behind Bluetooth Low energy

i N . “

Send less data and spent less time on the air.

Data rate : 300 kbps Bluetooth 3.0: 2100 kbps

X1 source: http://en.wikipedia.org/wiki/CR2032_battery
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Bluetooth 3.0 / BLE comparison

Technical
Specification

Distance/Hange
Owver the air data rate

Application throughput

Active slaves

Security

Robustness

Latency (from a non
connected state)

Total time to send
data (det.battery life)

Voice capable
Network topology
Power consumption

Peak current
consumption

Service discovery

Profile concept

Primary use cases

Classic Bluetooth technology

100 m (330 ft)

1-3 Mbit/s

0.7-2.1 Mbit/s

7

56/128-bit and application layer user defined

Adaptive fast frequency hopping, FEC, fast ACK

Typically 100 ms

100 ms

Yes
Scatternet

1 as the reference
<30 mA

Yes

Yes

Mobile phones, gaming, headsets, stereo audio streaming, automotive, PCs,
security, proximity, healthcare, sports & fitness, etc.

Bluetooth low energy technology

50 m (160 ft)

1 Mbit/s

0.26 Mbit/s

Mot defined; implementation dependent

128-bit AES with Counter Mode CBC-MAC and application layer user defined
Adaptive frequency hopping, Lazy Acknowledgement, 24-bit CRC, 32-bit Message
Integrity Check

E ms

B ms[cﬂamn nccdca]’ <3m5[1?:

MNo
Star-bus
0.01 to 0.5 {depending on use case)

<20 mA

Yes
Yes

Mobile phones, gaming, PCs, watches, sports and fitness, healthcare, security &
proximity, automotive, home electronics, automation, Industrial, etc.

Source: http://en.wikipedia.org/wiki/Bluetooth _low_energy
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Device

Characteristic <—— This could be a value like temp.

Characteristic
UUID with 16bit (Bluetooth SIG profiles)

Characteristic UUID with 128bit customm

Characteristic

Characteristic
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Chips and Development kits

TEXAS
INSTRUMENTS

Source: http://www.ti.com/graphics/tool/CC2540DK-MINI.jpg
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BLELabs BLE112 Protostick

BLE112-Protostick — Pin Mapping

L] )
0) DebugHeader
GND 1 2 VSense .
DC 3 4 DD

1 5
TRESET 7 B MOSI

33V 3 10 MISO

®

Connected with Debug Header Pin 9 [ % m
&) ; |

Note: Shorten EX and e . . i) All Pins Px.x: Configurable /Os

VDD to supply board Alll/Os: Max.current 4 mA

with Debugger. VoD 0O GNO P1.0& P1.1: 20 mA driving capability (LED)
Based on Bluegiga BLE112-Datash 1.26, : .
Page 8, Table 3: Peripheral /0 Pin Mapping http://www.BLELabs.com
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Bluetooth Low Energy for Home Automation

Tackling the limitations of Bluetooth Low Energy in complex wireless networks
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1. Use Case

- We want to detect appliances in a room an turn on the light via a Smart-phone
- Proximity switching

- Connect to a room gateway for information

- Awareness of room occupancy

Switch on light
Detect appliances

Detect room occupancy
Subscribe to notification

Send notification

.

N

Fire Station
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2. BLE device roles

/ Observer 1
Broadcaster
Observer 1
Peripheral 1 \
Central

—

Peripheral 2
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3. Possible Gateway scenarios

Scenario 1

Table

Room info system
light Y

Mobile gateway
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3. Possible Gateway scenarios

Scenario 2

Table

Room info system
light Y

Mobile gateway
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3. Possible Gateway scenarios

Scenario 3

Table
light

Room info system

Mobile gateway
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3. Possible Gateway scenarios

Scenario 4

Table
light

Room info system

Mobile gateway
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3. Possible Gateway scenarios

Scenario 5

Table

Room info system
light Y

one at atime

Mobile gateway
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3. Possible Gateway scenarios

Scenario 6

Table

Room info system
light Y

Mobile gateway
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3. Possible Gateway scenarios

Scenario 7

Table
light

Room info system

Mobile gateway
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3. Possible Gateway scenarios

Scenario 8

Table
light

Room info system

Mobile gateway

Matthias Gohlke % FACHHOCHSCHULE KIEL

University of Applied Sciences



3. Possible Gateway scenarios

Scenario 9

Table
light

Room info system

One at a time

Mobile gateway
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4. System Diagram

Table

Room info system
light y

l Notify if char. changed

Mobile gateway
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5. System components — BLE web gateway

7

module

Digital 1/0

BLE NABTO

Internet

webserver

Central connects to device

Service

Central notified
when value has changed

Characteristic
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5. System components — BLE web gateway

7

S Digital 1/0

NASTO Internet

webserver

module

- Gateway sends advertisements
- iPhone receives RSSI value of advertisement packets
- iPhone connects when RSSI reaches threshold

- iPhone subscribes to alarm characteristic

- Alarm can be triggered over the internet

- Connected state can be read over the internet (occupancy)
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5. System components — BLE web gateway
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5. System components — BLE web server

7:03 AM 100% E3

nabto://448.nabduino. net/index. html

Pin 2 ¢ Update

Pin 3 ¢ Update

@ QUTPUT LOW

Pin 4 ¢ Update

¢ Update

Nabduino webserver Nabto App
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5. System components — BLE Lamp

)z

Switch

BLE

+
Power supply

module

- Central connects to Peripheral

- Mobile Gateway (Central) receives RSSI value of advertisement packets
- Mobile Gateway (Central) connects when RSSI reaches threshold

- When BLE Module connected Lamp is turned on

- Central checks RSSI value form time to time

- Central disconnects if RSSI drops below threshold
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4. System components — BLE Lamp

T e wwaa
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5. System components — Mobile Gateway (iPhone 5)

e

- iPhone scans for peripherals

w._.Telekom.de 3G 03:51

- If detected RSSI values are shown

Bluetooth Low Energy Gateway

Light rssi ---- did Disconnect

- iPhone receives RSSI value of advertisement packets
On Threshold -6 =

O" Threshold -74 e
- iPhone connects when RSSI reaches threshold

Connect

- iPhone subscribes too web gateway Alarm notifications

Nabduino rssi -56 scanning
Login at  -10 @ | - IfiPhone receives notification it displays Alram

Logout at -55 oo

Notification ~ Not Notifications - Central checks RSSI value form time to time

Connect

- Central disconnects if RSSI drops below threshold
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. Used tools

- BGSrcipt from BlueGiga

- BLE Protostick (BLE112) from BLElabs
- Tl CC-Debugger and FlashSoftware

- Nabto based Nabduino web-server

- Nabto App for Iphone

- iPhone 5 as mobile gateway

- Xcode 4.5.2 for App development

- Wi-Fi modem and iPhone 4 as 3G Wi-Fi hotspot

Matthias Gohlke
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6. Used tools
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6. Used tools

®i Texas Instruments SmartRF® Flash Programmer El_lﬂ—hj

7 YWhat do you want to program?
|F'logram CCxmx SolC or MSP430 ﬂ

TEXAS
INSTRUMENTS

Sypstem-on-Chip l MSP430 ]

EE ID |Ehip type |EB type |EB firmwaare [0 |EB firmweare rey

Interface:

Fast =

Flazh image: _L| J
[ Change ’T

CC Debugger

Actions
i
= Te < -~ E:::: R Flash lock. [effective after program/ append]:
XA P -
/ IN;TR UMENTS & Erase, program and verify ‘wiite protect: |Eode 7 - Mo chip selected ﬂ
€ Append and verify [~ “Wirits protect boot block

€ Wenify against hex-file

£ Read flash into hexfile [ Block debug commands [incl. read access)

ME: Cannot “Append and werify'* when sat!

| Perform actions |

| CC2540 - |D3164: Eraze, program and verify OF,
ANEEEEEENEENNENNENEEEEENNEEEEENENENENEENEEEEEEED

TI CC-Debugger TI SmartRF TM Flash Programmer
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6. Used tools

dim tmp(5)
dim celsius
dim offsetc

#init gap mod, bonding and start freerunning times on system boot

=] o nob L RS

event system boot (major ,minor ,patch ,build ,11 wversion ,protocol v
call gap set mode (2,2)
call sm set bondable mode (1)
call hardware_ set_soft timer (32000,0,0)

s
TR T I}

11 end

13 #timer expired

14 event hardware soft timer (handle)
call hardware adc read(14,3,0)

end

Ll ok
=1 & n

#¥LDC ready
event hardware adc result(input,value)
offset=-1450

[T}

% ADC walue i= 12 M5B

celsius = walue / 16

%# Calculate temperature

# BDC*V_ref/ADC max / T_coeff + offset

celsius = (1l0%*celsius*1150/2047) * 10/45 + offset

I . VIS Y S U % B )

$#=zet flags
tmp (0:1)=0

[T}

#=zet as float
tmp(l:4)=float (celsius, -1)

[T VI S

call attributes write (xgatt_temperature_ celsius,0,5,tmp(0:5))

n

end

FL T 'L S T ¥ ¥ TR T VT L % I T Ty R R T 8 B B I B

Ll

BlueGiga BGSrcipt using Notepad++
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6. Used tools

800 Keyfob.xcodeproj — [m| KeyfobViewController.m o
™ = Build Keyfob: Succeeded | Today at 2:44 AM
@ @ [Keyfob + 105 Device ] n UCC REy0Y: Succaede gcay 4
Fun  Stop DL - S Breakpoints e I
|| & &4 = » B | 4 > | [YKeyfob » [ [Keyfob » |m| KeyfobViewController.m ) [ -viewDidUnload
Yszfob o /f Do any additional setup after loading the view, typically from a nib. ¥ Quick Help
1 target. i0S 5DK 6.0 i
> EAVFuundaIion.framcwurk MabduinoAlertlLabel.textColor = [UIColor blackColor]; R
¥ [_|Keyfob /fread SilderValue and write to ThresholdLabel R
@ constants.h n lightRssiOnThresholdLabel.text = [NSString stringWithFormat:@"%d", (int)(-1@@xLlightOnThresholdsSlider.value)]; T
@ KeyfobAppDelegate.h o lightRssiOnThreshold = (int)(-1@@xLlightOnThresholdsSlider.value); // read SliderValue and write to Threshold var. e BAICTLCCUMENTALon 4
m] KeyfobAppDelegate.m o /fread SilderValue and write to ThresholdLabel
@ KeyfobViewController.h (M lightRssi0ffThresholdLabel.text = [NSString stringWithFormat:@"%d", (int)({-18@%1ight0ffThresholdsSlider.value)l;
cevioh - M lightRssi0ffThreshold = {int)(-18@%light0ffThresholdsSlider.value); // read SliderValue and write to Threshold var.
| KeyfobViewCo.. ller_iPhone.xib (1]
El KeyfobViewController_iPad.xib [1] NabduinoRssiloginThresholdLabel.text = [NSString stringWithFormat:@"%d", (int){-1@@=NabduinoLoginThresholdsSlider.
¥ [ | Supporting Files value)l; ) ) .
E, N nabduinoRssiloginThreshold = (int)({-1@@*NabduinoLoginThresholdsSlider.value);
| 7 Keyfob-Info.plist o
| | InfoPlist.strings m
lﬂ main.m M} NabduinoRssilogoutThresholdLabel.text = [NSString stringWithFormat:@"%d", (int){-10@#NabduinolLogoutThresholdsSlider.
value)];
lEl Keyfob-Prefix.pch (] nabduinoRssilogoutThreshold = (int)(-1@@xNabduinoLogoutThresholdsSlider.value);
¥ || Frameworks
» &= AudieToolbox.framework lightInfolLabel.text = @'boot"; //light connection status Label.
» 3 CoreBluetooth framework NabduinoInfolabel.text = @"boot"; //light connection status Label.
» §= UIKit.framework
» K= Foundation.framework "
bl?_carecraphics.fmmewnrk /f Setup Bluetooth support and start looking for devices.
¥ || Preducts manager = [[CBCentralManager alloc] initWithDelegate:self queue:nill;
ﬁGa{ewayf.app [connectionButton setEnabled:NO];
¥ [ |Resources [nabduinoConnectionButton setEnabled:N0];
. . [self search];
% icon-ipad.png a }
‘% BluetoothSmart.jpg a
% icon.png a - (void)viewDidUnload
%] icon@2x.png a connectionButton = nil;
[super viewDidUnload];
ff Release any retained subviews of the main view.
ff e.g. self.myOutlet = nil; o { " 1 ]
[ [l objects SREE
i CENTRAL MANAGER DELEGATE METHODS Label Label - A variably sized amount of
#pragma mark - CBCentralManager delegate methods static text.
f* o d
Invoked whenever the central manager's state is updated. - Round Rect Button - Intercepts touch
y | evants and sends an action message to a
- (void) centralManagerDidUpdateState: (CBCentralManager *)central target object when it's tapped.
{ )
//NSLog(@"KeyfobViewController centralManagerDidUpdateState"); 4 Segmented Control - Displays
| 1 2 | multiple segments, each of which
self.bluetoothOn = NO; "= functions as a discrete button.
switch ([central state])
. {
+| 0OEHF (@ race PRCantralMananarGtatallncinnnrtads ]

Apple Xcode
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7. The Low energy aspect

- Allows to permanently scan for devices in the background
on smartphones

- Makes context awareness possible
- Low data rate as drawback

- The peripherals can run on a coin cell for long time
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8. Conclusions

Gateways should be Central and Peripheral

Low Power technology allows back grounding on cellphones
HCI interface over the internet in future implementations
Peripherals should timeout (cancel connection after a while)
Multiple connections in peripheral mode

Generic Devices
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9. Gateway Demo

Demo
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Thank
You
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