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m Problem: Public key cryptosystems usually require
algebraic operations in integer rings and fields with
parameters of more than 1000 bits.

m High computational effort on CPUs with 32-bit or 64-bit
arithmetic

m Large parameter sizes critical for storage on small and
embedded devices

= Motivation: Smaller key sizes providing equivalent
security level are desirable

m Solution:
m Elliptic Curve Cryptography:
m group of points in a 2-dimensional plane
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“Exponentiation and Logarithm

m Exponentiation over real numbers: a*=p
m Inverse function: ,conventional“ Logarithm x=log, 8

m Contrast: ONE-WAY-Function:
m Exponentiation over finite group, modulo p: a* = mod p
m Discrete Logarithm Problem (DLP): x=log, S mod p

m For large p it iIs computationally infeasible to calculate x.
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__i’bi_li_ty”Ex_ampIe for the DLP:

7, ={1,2,3,4,5,6,7,8,9,10}
Exponentiation 2* mod 11: ,jumping” around within Z;,”

e

i 2 3 4 5 6 7 8 9 10
210 21 28 22 24 29 27 23 26 25 modll

DLP: given ,starting point* &« and ,end point” £,

the problem is to find out how many ,jumps* are
necessary from ato
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7, ={1,2,3,4,5,6,7,8,9,10}
Exponentiation 2* mod 11: ,jumping” around within Z;,”

Plausibility Example for the DLP:

102 101 modll

Starting point must be a primitive or generator point.

DLP not secure If starting point has low order!
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Introduction to Elliptic Curves

Definition : Elliptic Curve

Thedlliptic curveover thefield of real numbersR is

theset of all pairs(x,y) R which fulfill theeguation:
E:y*=x*+alx+b

together with an imaginary point of infinity O, where

ab UR

and the condition 4[&° + 27 ° # O

(curvemust be non - singular) holds.
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Point Addition o
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v2=x%- 10,00x + 14,00
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Elliptic Curves — Example 2

10
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Point Addltlon on Elliptic Curves

——

2. Intersection with EC
1. Line through
PandQ' ':'::'.
T i 3. Mirror the intersecting
point on the x-Axis
R=P+Q
yz - 10,00% + 14,00
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Point Doubllng on Elllptlc Curves

10—+

R=P+P

10—+

'p' =33 - 10,00x + 14,00
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tion to Elliptic Curves

e

m For a DLP we need a cyclic group. For a group we need:

m a set of elements
m a group operation which fulfills the group laws.

Property Prime fields / Elliptic curves
groups
Group Elements Integers Points on the

curve (x,y)

Group operation Multiplication Addition
in case of DLP
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Property Prime fields / Elliptic curves
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Introduction to Elliptic Curves

m |n cryptography finite fields are needed (instead of fields
with an infinite number of elements), hence we define:

Definition: Elliptic Curveover prime fields
Theéllipticcurveover thefieldZ ,,p>3is

theset of all pairs(x,y) Z , whichfulfill theequation:
E:y*=x>+alX+bmodp

together with an imaginary point of infinity O, where

ab UZ,

and thecondition 4&° + 27 M* # 0 mod p

(curvemust be non - singular) holds.
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Point at
infinity

- =) L i M -

5 10 15
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Elliptic Curve E,
primitive point P and
another point T.
The ECDLP is:
finding the integer d (1<d<|E|), such that:

P+P+..+P=d[P=T

d times
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Security levels and key lengths of crypto systems

o

m , Security level of n bit“: Best known attack requires 2"

steps.
Algorithm Family Cryptosystems Security Level (bit)
80 128 192 256
(Integer factorization )| RSA (1024 bit | 3072 bit | 7680 bit] 15360 bit
Discrete logarithm DH, DSA, Elgamal [|1024 bit | 3072 bit | 7680 bit] 15360 bit
Elliptic curves ECDH, ECDSA 160 bit | 256 bit| 384 bit 512 bit
Symmetric-key AES, 3DES 80 bit| 128 bit| 192 hit 256 bit

e e s s e
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Analytlcal Attacks on ECC

m Order of point P: ord(P)=n (e.g. 2160)
m Nailve Search: Sequentially test P, 2P, 3P, 4P, ...

m Brute force attack, infeasible for groups with more than 28°
elements. Complexity in the order of n.

m Shanks Baby-Step-Giant-Step Algorithm
m Complexity in time AND memory of about sqgrt(n) (e.g.
2160/2=280)
m Pollard‘'s Rho method
m Most efficient algorithm for solving the general ECDLP so far
m Requires less memory space that Shanks
m Parallel implementation possible
m Complexity in time of about sqgrt(n) (e.g. 21602=280)

N NOTE AII attacks have exponential complexity!
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Stt ftheArt ECCs Attacks until 2009

=

Curve Field Size Machine Days Status
(based on
Pentium 100)
ECC2-79 79 352 Solved 12/1997
ECCp-79 146 Solved 12/1997
ECC2-97 89 180448 Solved 3/1998
ECCp-97 71982 Solved 9/1998
ECC2-109 109 21 10 Solved 4/2004
ECCp-109 9-10 Solved 11/2002
ECCn-112 112 177 (PS3- Solved 7/2009
[LACAL] Cluster-days)
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primep: p=0xDB7C 2ABF62E35E668076 BEAD208B
EllipticCurveE: y* = x> +ax+b
with:
a = 4451685225093714772084598273548424
b =2061118396808653202902996166388514

Point P with coordinates:
(x =188281465057972534892223778713752,
y =3419875491033170827167861896082688)
Order of point P ord(P) = 4451685225093714776491891542548933
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m Simple Power Analysis

m Value of scalar bits of d can be revealed if bad guy ,Oscar‘ can
distinguish between point doubling and addition from power
trace.

m Differential Power Analysis

m Statistical techniques to find out the secret information (d) out of
measurements.

m Feed device with N input points P,.
m Measure and store time for point multiplications d-P..
m Choose intermediate value, depending on P; and small part of d

m Transform this value into hypothetical leakage value by using
hypothetical leakage model.

m Guess small part of secret scalar d.
m Reveal the whole scalar d incrementally using same method.
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____Slde Channel Attacks to ECC

m Comparative Side Channel Attacks

m Resides between Simple Power Analysis and Differential Power
Analysis

m 2 portions of same of different leakage trace are compared

m Example: Assume 2 point doublings, 2P and 2Q, even if bad
guy ,Oscar’ does not know P and Q, he may tell if P=Q.

m Comparing traces for d-P and d-2P, Oscar may recover all bits
of d.
m Refined Power Analysis
m Exploits the existence of special points: (x,0) and (0,y).

m Feeding a point P into a device that leads to one of the special
points after i point additions leads to side channel leakage
Information, that can be exploited to find out scalar d.

m Zero-Value Point Attack:

m Extension of Refined Power Analysis — considers points stored
|n auxmary registers.
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Conclusion

m ECC may be used for key exchange, digital signatures
and for encryption

m ECC provides same level of security as RSA or the
discrete logarithm with considerably shorter key lengths
(160-256 bhits).

m But...

m More and more side channel attacks and Fault Analysis
Attacks are coming up recently, which exploit
= Timing patterns, power consumption and/or
m Specific properties of the curves, such as e.g. special points.
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Thank you !

==
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