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Overview

 Galois fields over primes  Extension fields

 Linear Feedback Shift Register circuits derived from

generator polynomials

 m-sequences and their properties

 GPS:

 C/A (coarse-acquistion)-Code Generation

 P(recision)-code

 GALILEO

 Open Service Primary Code Generation

 Cryptography: Stream ciphers

 A5/1 stream cipher used in GSM

 Cyclic Redundancy Check (CRC)
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Galois Fields – Finite Fields over primes

 Galois Field

 Finite set of elements �� � = 0,1,2, … , � − 1 , where � is a 
prime together with

 Two operations ‚addition‘ and ‚multiplication‘, where each
operation is performed ��
��� �.

 Main Properties of a Galois Field:

 Isolation: Result of any addition or multiplication is an element of
the given Galois Field.

 Inversion – Any operation can be reverted:

• Additive Inverse: For each field element there exists an 
additive inverse element, i.e. each addition can be reverted.

• Multiplicative Inverse: For each field element except ‚0‘ there
exists a mulitplicative inverse, i.e. each multiplication (except
‚0‘-multiplication) can be reverted.
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Example Galois Field ��(11)

 �� 11 = 0,1,2,3,4,5,6,7,8,9,10

 Generator: field element, whose powers generates all 

field elements except ‚0‘.

 Example:

 Generator: � = 2
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Extension Fields �� ��

 Digital systems work bit-oriented (0;1)  ��(2)

 However: In most cases these systems work over groups

of bits, often byte- or multi-byte-oriented.⇒

 �� 2 will be extended towards a so-called Extension 

Field,  �� �� .

 Each field element is (not an integer, but) a polynomial.

� !"# !" + � !%# !% + ⋯ + �"#" + �'#'

with �, ∈ 0,1 .�/ 0 = 0,1,2, … , � − 1

 Short notation:

(� !"   � !%  … �"   �') 102ℎ �, ∈ 0,1 .�/ 0 = 0,1,2, … , � − 1



Prof. Dr:-Ing. Ulrich Jetzek FH Kiel, Kiel, GermanyAMIES 2018 7 Rev. PA3Galois Fields, LFSR, Applications

Extension Fields �� ��

 Within prime fields: calculations modulo integer �

 Within Extension Fields: calculations modulo a specific

polynomial, so-called generator polynomial � #

 For an Extension Field �� 2 the generator polynomial

always is a polynomial of degree �. 
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Ex.: Ext. Field ��(24), generator: � # = #4 + # + 1

{
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Ex. LFSR for Ext. Fields ��(24)

 Any generator polynomial can directly be transferred into a 

corresponding Linear Feedback Shift Register circuit:

 LFSR: if initialized by any, but the all-zero-state: LFSR 

runs through all, but the all-zero-state.

 Output sequence is

 a pseudo random sequence

 an m-sequence, Length: < = 2 − 1

�
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Periodic autocorrelation of m-seq. (< = 24 − 1 = 15)

Side-correlation-value: −
>

>?
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Cross-correlation properties of different sequences

m

Number of 
LFSR 
stages

L= 2@ − 1

Sequence
length

#

Number of
m-

sequences

Maximal 
normalized

cross
correlation

t absol. 
cross 

correlation 
of Gold 

sequence

normalized 
cross 

correlation 
of Gold 

sequence

3 7 2 0,71 5 0,71

4 15 2 0,60 9 0,60

5 31 6 0,35 9 0,29

6 63 6 0,36 17 0,27

7 127 18 0,32 17 0,13

8 255 16 0,37 33 0,13

10 1023 60 0,37 65 0,06

12 4095 144 0,34 129 0,03

15 32767 1800 n.a. 257 0,007843
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C/A-code generator of GPS
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9 8 7 6 5 4 3 2 1 0
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All-1-state
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Data clock
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X1-Code Generator for P-code of GPS

Clock

10,23 MHz

Init X1A to
000100100100

�

�

� X1-code

A"(2)

Shortened
m-sequence X1A

X1A-LFSR

X1B-LFSR

9 8 7 6 5 4 3 2 1 01011

11 9 8 7 6 5 4 3 2 1 010

Counter 

X1A-chips
Set to init-state

After 4092 chips

Counter 

X1B-chips
Set to init-state

After 4093 chips

Init X1B to
001010101010 Shortened

m-sequence X1B
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X2i-code generation of GPS P-code 

Clock

10,23 MHz

Init X2A to
101001001001

�

�

�

X2i-code

A%,(2)

Shortened
m-sequence X2A

X2A-LFSR

X2B-LFSR

9 8 7 6 5 4 3 2 1 01011

11 9 8 7 6 5 4 3 2 1 010

Counter 

X2A-cycles
Set to init-state

After 4092 chips

Counter 

X2B-cycles
Set to init-state

After 4093 chips

Init X2B to
001010101010

Shortened
m-sequence X2B

Select code

X2i by

i chips delay

Delay shift register

1 0 ⋯ 36 372 ⋯

X2 epoch

generation

after 37 chips

delay

Clock

10,23 MHz
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Block diagram of GPS P-code generator

#1(2)

GPS base clock
10,23 MHz

X1-Generator

X2-Generator

Code select

device (based on 

Delay shift register)

�

Data 
encoder

X1-code
Epoch detect

Epoch
reset

Clock
Divider :20

X1 epoch

50 Hz Formatted
data

� �,(2) ⊕ 
(2)

�,(2)

C/A-code
Epoch detect

1 kHz

#2,(2)
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GALILEO Open Service primary code generation

m-sequence 2

base clock

Frequency fc

Init to start

value LFSR 1

�

�

� Primary code

output

m-sequence 1

LFSR 1

LFSR 2

11 10 9 8 7 6 5 4 3 212

13 11 10 9 8 7 6 5 4 3 212

Counter 

N chips
Set to init-state
after N chips

Counter 

N chips
Set to init-state
after N chips

Init to start

value LFSR 2

1 0

1 0

In Galileo: ‚shortened‘ Gold codes of length N = k · 1023

for reasons compatibility between GPS and GALILEO.

13



Prof. Dr:-Ing. Ulrich Jetzek FH Kiel, Kiel, GermanyAMIES 2018 17 Rev. PA3Galois Fields, LFSR, Applications

LFSRs in cryptography: Stream ciphers

Insecure channel,
E.g. Internet ⊕⊕ix ix

is is

iy iy

key stream key stream

Encryption Decryption

Alice Bob

Plain text:

deterministic

Key stream: 

(pseudo) random

Cipher text:

‚random‘
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LFSRs in cryptography: A5/1 stream cipher (GSM)
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Feedb. Shift Reg. f. Cyclic Redundancy Check

0 1 2 3 4 5 6 7 8 9 10 11 12131415

161718192021 22 232425 262728293031

Message 

input

�

� � � � � � � � �

� � � �

CRC 32bit: FG� H = HG� + H�I + H�G + H�� + H>I + H>� +

H>> + H>J + HK + HL + H? + HM + H� + H + >
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Summary

 „Extension fields“ are limited fields with a great flexibility

regarding field size. 

 Primitive polynomials defining an Extension Field can

straightforward be applied to design a corresponding

LFSR.

 LFSRs based on primitive polynomials generate pseudo 

random sequences (m-sequences) or Gold codes.

 LFSRs have many technical applications:

 GPS

 GALILEO

 Stream ciphers in cryptography

 Cyclic redundancy checks
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Thank you very much for your

attention!
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