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Intrusion Detection 

Network intrusion detection is a research domain aiming to identify
malicious or unusual activities in computer networks.

Intrusion detection tend to plays a crucial role in the security of
computer systems by detecting potential attacks and enabling proactive
responses to them.

Comparative Analysis of Machine Learning Models for Network Intrusion Detection



Conventional methods 
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➢ Signature-based
➢ Anomaly-based
➢ Behavior-based methods.



Methodology 

A benchmark dataset was chosen (CICIDS2017) so that the results could be 

comparable to other similar works. 

Three different classifiers were utilized: 

➢Multi-Layer Perceptron (MLP) 

➢Support Vector Machine (SVM)  

➢Random Forest 
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Methodology – Dataset Description
The CICIDS2017 dataset was built by researchers at the University of New
Brunswick. It consists of a five-day capture of network activity. Every day a new
type of attack is orchestrated as in the next table.

• 70% of the dataset was used as a training set and the rest 30% as a test set.
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Experimental Setup 
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Evaluation Metrics:

Accuracy
Precision & Recall
F1 Score  

Models Parameters 



Experimental Results 
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Performance of Different Models over Botnet intrusion

Performance of Different Models over web-attacks



Future work 

➢Compare our findings against other similar works 

➢Deploy Deep Learning models  
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Thank you!
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