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What was the idea?

* In this study, a web application copyright protection system on e-books
Portal Document format (pdf) has been developed, based on some
algorithms, including cryptography and steganography to protect copyrights.

* Thus, enabling users to verify the original buyer of a book, allowing them to
identify who purchased the book and who did not. The proposed method
could identify the original customer if a PDF is purchased for permanent
possession and verified as a buyer by another user.
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E-books popularity

Popularity of different eBook forrmats

eBooks
a world of pain

E-book file formats(link)


https://www.stinkyinkshop.co.uk/book-publishing-guide/chapter2/
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Basic Cryptology sketch

Cryptology
Cryptanalysis

Cryptography




AmiEs-2023

Important expressions on cryptography

Plain text

The plain text called the initial message with information, we want to encrypt it to send the information to
the next step .

Cipher text

It is a transformed message produced as output by the algorithm encryption. The cipher text is dependent on
both the original message and the secret key, different keys produce different ciphers.

Encryption Algorithm

Makes the necessary transformations of the original text to achieve encrypting a message.
Encryption

Called the conversion process of the original text into cipher

Decryption or deciphering

Called the reverse process of encryption, namely the converting the cipher into original text.
Key

The key is a critical component that is used to transform plaintext data into cipher text.
Padding

Cover a message (padding), call the additional text that should be added to the text so that the original text has
real original length requires a cryptographic algorithm. Usually the text is added to the length of the original
text followed by zero, obviously cover is removed during decryption.
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Overview of Methodology

e This methodology combines two
powerful techniques.

[ Cryptography and steganography,
cotecng Form oa to enhance data security.
| e By encrypting data using
Advanced Encryption Standard
| T (AES) algorithm and hiding it
POF Processing within images using Least
! Significant Bit (LSB)
Steganograpty LS8 steganography, Have been
! achieved a multi-layered security

Ex‘traclion.-'lt:?ecryption ' a p p ro a C h .
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Methodology Steps

Information

Step 1 - Data Collection and Encrypti

Emmanouil

Vasilakis

* Collect user data
* Encrypt it using AES B
* Use initialization vectors (IVS§&

for added more security.

593285385328
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Step 2 — Cover Page Creation

* Create a cover page containing a
cryptographic string that consolidates
encrypted data segments from the form.

* Encrypt the cover page using AES to
ensure that the hidden information
remains confidential.

Buyer's Info
Name: Emmanouil

Surmame: Vasilakis

j1tBgQkn2Z2s5wE+azR641iM33bafkfOQtz3qga+t6 TpsZKRROoOKMmMRaCfdDVEdx11kz2Z2bqTgWEphXp
aDtGMAvVvHqgJObNacmLLIeNtUzUB8OF70Y =
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* The cornerstone o E%urEnchP(}é%R AlgorAtggn a

cryptographic standard known for its strength and
reliability.
* AES encryption transforms plaintext e-book content

into cipher text, rendering it unreadable without the
decryption key.

* This ensures that the sensitive intellectual property

remains confidential, guarding against unauthorized
access.



AmiEs-2023

THANK YOU MARIO?

BUT OUR PRINCESS IS 1IN
ANOTHER CASTLE?

Passphrase: BaD_DR4GON

Pl ippots=8)

o Tme Destratien

Souce
10000000192, 1681379 192,168, 137,1
2000001180300 10,168,137,

info
49769 > http-alt [SYN] Seq=0 Wine14600 Lens0 MSS=1460 SACK_PERM=1 TSval=4641891 TSecr=0 |
RELp-alt > 49769 [SYW, ACK] Sequ0 Acksl WineB192 Lened MSS5=1460 WS=256 SACK_PERM=1 TSvals

0

£ =656856 TSecr=4641893

TSval=4641894 TSecr=656856

TSval=657004 TSecrad6ddras

9(’:4{;5383

TS
TS

N €Crags
SValagfgsero ool 058618
6 );Ia YS“”ﬁiSms
sy

r


https://shankaraman.wordpress.com/category/ctf/stegano/
http://1.bp.blogspot.com/-2riOgPa0Hok/VC_lfu3IUNI/AAAAAAAAACQ/dvkBlcNRmcU/s1600/Wireshark-Password.png
https://shankaraman.wordpress.com/category/ctf/stegano/
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Step 3 - LSB Steganography — Modified Images

Use the LSB steganography algorithm to replace the
original images in the PDF with the modified images
containing the hidden encrypted data without
significantly affecting their appearance.

page 2z -> enceding pdf image [/ Im0]...

DONE

pPage 2 -> encoding pdf image [/Iml]...
DONE

page 2 -> encoding pdf image [/Im2]...

DONE

page 2 -> encoding pdf image [/Im3]...

DONE

page 4 -> encoding pdf image [/Im0]...

DONE

page 5 -7 encoding pdf image (R ) —

DONE wusss Message in page 2: Emmanouil Vasilakis Vasilakis@vasilakis.com 2023-08-10 1234 1234 593285385328 jltBqQknisSwEtazRé41iM33bafkf

Message in page Z: Emmanouil Vasilakis Vasilakisf@vasilakis.com 2023-08-10 1234 1234 593285335328 jltBgQknisbwE+tazRedliM3dbatfkf
Message in page Z: Emmanouil Vasilakis Vasilakisf@vasilakis.com 2023-08-10 1234 1234 533285385328 jltBgRknZsbwE+azRed41iM33batfkf
Mezszge in page Z: Emmanouil Vasilakis Vasilakis@vasilakis.com 2023-08-10 1234 1234 553285385328 jltBgRknisbwE+azRedliM3dbatkf
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LSB example

For example, An image with resolution 1024 X 768 pixels the result is:
(1024 X 768 X 3bytes) = 2.359.296 bytes
Suppose we have 3 pixels of an 24 bit image in bytes such as below

00110010 00111001 00110101
00111001 00110010 00111001
00110101 00110010 00111001

In text is: 295929529

And we can store the byte 011 110 00, then the original bytes will be changed as follows:

00110010 00111001 00110101
00111001 00110011 00111000
00110100 00110010 00111001

The bits that changed with the original bits are those that have became red. Only 3 bits have changed, without
need to change everything bit.
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E-book Cryptography.

Upload encrypted book

EmmAoyn apxeiou

Decrypt

| book:book2_COVER.pds
| encIV:Etb0O/0AboOLcjUZNAS3eg==
encKey: 1GutGtziOTRFvQhOOMoEjw—

Decryption Process

SwE i & 2 KRROoKMmRaCEdDVEdx11kz2bgTgWEphXp
i line:j1than25:w;+azRG4l:.MSBbafkaQtz3qa+tc‘Ips‘:<R

‘ i cal rH JObNacmLLleNtUzUB0F70Y= N
| — fkaQtz3qa+tG'Ip52KRROQKHmRaC..dDu

‘ 2s5WE iM33ba :
encr:jltBglkns s5wE+azRe4l ety Vasslakugs

d Infeormation String: Emmancuil

"':'.dxl1kz2qugW':'pthaDcGMAVHqJObNacmLLleNcUzUaOFT0'x=
lakis.com 2023-08-10 1234 1234 593285385328

_| Decrypte

Data Extraction:
* To extract the data from the modified PDF, reverse the
process.
* Extract the LSBs of the image pixels to retrieve the
binary representation of the encrypted data.
* Decrypt the encrypted data using the AES

decryption algorithm with the appropriate key and IV.

E-book Cryptography:

Home DEGCH PHBO0K
Decrypted Buyer: Info
Name: Emmanouil

Surname: Vasilakis

Mail: Vasilakis@vasilakis.com
Date: 2023-08-10
Seller code: 1234

Transaction code: 1234

Book ISBN: 593285385328
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Conclusions

e Qur innovative solution redefines copyright protection
in the digital age.

* Combining cryptography and steganography provides
robust data security.

* The methodology's multi-layered approach
strengthens protection against attack vectors.



AmiEs-2023

QUESTIONS?



