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Introduction

Cyber Defenders have to be trained to restpond to live-fire events as a team.
The training of the cyber specialists is a challenging task because we need to
train:

Individual skills with different categories of tools and techniques.
Team skills to work together in a team and be ready to respond to live-fire events.

The training should be scalable and realistic.
Cyber Defender: SOC, CERT, CIRT, CSIRT, Windows Security, Network Security,
Linux Security, specialist.
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Types of Cybersecurity Training and Exercises

Capture the Flag (CTF) competitions
Cyber Defense Exercises (CDX)
Large-scale live-fire exercises
Forensic challenges
Online hands-on learning sessions
Tabletop exercises

5



Tallinn University of Technology

Educating Cyber Defenders - AmiEs-2024

Introduction Problem Solution Results Conclusion

Technical Differences in Cybersecurity Training and
Exercises

Offensive techniques
Capture the Flag (CTF) competitions
Red Team exercises
We need a set of vulnerable systems to attack

Defensive techniques
Cyber Defense Exercises (CDX)
Blue Team exercises
We need a set of systems to defend
Indicators of Compromise (IOC)
Forensic findings

Team response
Online hands-on learning sessions
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Scalability and Realism

Scalability - the ability to scale up or down the number of participants and teams.
Scalability - time and resources to create the environment and content.
Realism - the ability to create a realistic environment for the participants.
Learning experience vs realism. Hands-on, problem-based learning has proven to
be an effective method for teaching cybersecurity due to its realism and engaging
activities.
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Problem

Stability — in cyber security training and exercises many moving things can break.
Scalability — the ability to scale up or down the number of participants and
teams and number of different exercises/lab-modules.
Why do most existing defense-oriented systems focus primarily on identifying
Indicators of Compromise (IOC) or forensic findings?
How can a cyber defense-oriented learning system be designed where defenders
not only identify threats based on log files or forensic evidence but also respond to
live-fire events as a team?
Large scale technical exercises and it is difficult to downscale for massive online
learning cases.
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Why this problem is not affecting offensive trainings?

In case offensive trainings, we need a set of vulnerable systems to attack.
We deplpoy a vulnerable system and don’t update it.
It is easy to create a vulnerable system and keep it vulnerable when we don’t
change it.
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Why this problem is not affecting defensive IOC type
trainings?

Indicators of Compromise (IOC) type trainings and exercises need a set of
vulnerable systems.
We deploy a set of systems and don’t update them. Defenders have to identify
threats based on system events.
Defenders don’t need to modify the system and fix the vulnerabilities.
Defenders don’t need to remove the malware, backdoors, and other threats from
the systems.
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Why this problem is affecting defensive trainings?

For defensive trainings, we need a set of systems to defend.
We measure the success of the defenders by the number of successful attacks and
user emulation.
To demostrate team readyness to respond to live-fire events they have to:

Identify the threats.
Remove the malware, backdoors, and other threats from the systems.
Fix the vulnerabilities.
Respond to the live-fire events as a team.
Revoke attackers access to the systems.

Why it is difficult?
System updates and changes. Have you tried to pach AD that is not updated for
6 months?
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Solution

Technical architecture and methods for a scalable defense-oriented online learning
system.
Rebuilding lab environments dayly.
Implementing auto-testing for the lab environments.

Automate lab environemt and depencencies testing on lab provisioning.
Automate a learner testing - auto-test after each lab-module build.
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Automatic rebuilding of lab environments

We have to rebuild the lab environments regurarly.
We have to update the lab environment operating systems and software.
When regurar rebuild fails we create module maintenance tickets for content
developers.
Why rebuilds fail?

Software and tool updates and changes.
Some vulnerable demand certan software versions.
Software conflicts.

How to fix the rebuilds?
Automate the rebuilds and depencencies resolvings.

16



Tallinn University of Technology

Educating Cyber Defenders - AmiEs-2024

Introduction Problem Solution Results Conclusion

Automatic learner simulation and lab environment testing

Automate lab environemt and depencencies testing on lab provisioning.
Tooling: Packer, cloud-init, Ansible, Terraform, GitLab CI/CD, GitLab Runner,
Azure Resource Manager
Learner simulation: RDP, SSH replays. Expect, Cypress, Selenium, PhantomJS,
Puppeteer.
Learner simulation is executed after each lab-module build and regurarly on the
live system.
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Results

In paper we give an Overview, what are the technical challenges in creating a
scalable, defense-oriented cybersecurity learning system?
The give set of tools, an architecture and methods to ensure stability and
scalability.
Our method has been tested in over 100 live-fire team exercises.
We have more than 700,000 online learning sessions.
Each month we have 100 module maintenance tickets created by automatic lab
building learner’s simulation.
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Conclusion and Future Work

Learner’s simulation (autotest) is a key to the scalable defense-oriented online
learning system.
Defense oriented modules and exercises are more difficult to desing and maintain
than offensive and IOC type modules.
We do have 1000 online modules and exercises that are rebuilt and auto-tested
daily or weekly.
In the future we are planning more fully automated and tested team exercises and
more hands-on modules.
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