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Billion of Embedded Devices

Secure anchors for Mobiles,
Industrial, Communications, loT &
Edge nodes

Industrial & loT Communication with loT devices
* Trust provisioning
* Secure element communication

ADAS & Autonomous Vehicles,
Cellular-V2X, connected cars

Digital signatures
* Secure boot, Industrial & loT Firmware integrity for loT devices

* Over-the-air updates, Firmware authentication, smart car access




FLUIDOS: Edge Support

Application ,*~

i)

FLUIDOS computing continuum

'
{
1
\
N

FLUIDOS

FLUIDOS

™~
v W o CloudCore (CloudNode0) T
sl Routt
Far edge Telco edge Clou Device 21 (CloudNode1l)
_ Controller CloudHUB
EdgeCore (EdgeNode0) f
EdgeHUB
fmmmmmmmm e o : R R— : EdgeCore
Foo I —— B3
== Meta IoT Device [ Device ]] | (EdgeNode1)
= Manager e I |
_______ f -_—_—_______-____—_—___fl : Extendedmoduleé
Edged EventBus New module
- CRI — MQITT Broker
Containerized | ~ :
Applications .
== Mapper
i
,-_---__IT_.__.: T _,.I____i'.I_Z‘_;;a ___________________________________
{ Devices { it | Devices (% e
- P AL | | implemened B | NG ié‘-"‘ : ,Efv‘:es '
ATl N g i
& NB-loT 0 S — / -
e LoRa il R :

3

FLUIDOS



FLUIDOS Edge: Prerequisites
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FLUIDOS Edge: Node modules
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FLUIDOS Edge: Edge Resource Discovery

FLUIDOS Node

Manager
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Kubernetes node-role.fluidos.eu/sensors=true
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FLUIDOS Edge: Edge Resource Discovery (cont.)

FLUIDOS Node

Manager
1. Construct Flavor based on:

Kubernetes
Control Plane * Edge Worker Node
* LED (@Device CRD)

* LED sensors (base64 encoded JSON format
description @Device CRD annotation field)
2. FlavorType -> Sensor, as described at REAR v0.2

Edge Node A document (some adaptations had to be done):
https://docs.google.com/document/d/1Qb2goqjyhBvwnew
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Sensor flavor creation: Sequence diagram
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FLUIDOS Edge: CRDs
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FLUIDOS Edge: Data paths
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FLUIDOS Edge: Integration Progress
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Tested alongside a fully deployed FLUIDOS Node v0.1.1
Edge Resource Manager as a K8S controller that:
Discovers Edge Worker Nodes
Fetches LED Information
Router Manager

As a standalone application that writes or deletes Route
rules based on command-line arguments
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FLUIDOS Edge Testbed

Physical or Virtual machine (Host) A fully automated
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using KIND as the
underlying platform.
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FLUIDOS Edge: System Availability Overview

The code is currently available as a Fluidos Node fork:
https://github.com/otto-tom/fluidos-node-edge

Branch: features/edge-support
To be merged with the official Fluidgs Naode

Key points: O
- “Edge enabled” testbed '

L get pods -n fluidos
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FLUIDOS Edge: Final Demo Testbed Overview
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FLUIDOS Edge: Final Demo Scenario 1

Resource sharing/Data Flow Partitioning

One consumer receives sensor data at many
endpoints.

Many consumers receive data from the
whole set or subset of the available sensors
(resources) coming from LEDs.

E.g., Consumerl and Consumer2 receives the
same subset S1 (multicast). Consumer2 also
receives another subset S3.
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FLUIDOS Edge: Final Demo Scenario 2
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SPIFFE Ensures Zero-Trust Security
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SPIFFE in loT-Edge Architecture (FLUIDQOS)
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Scaling service for Energy Efficiency, Accuracy, QoS, (e.g.
geographic coverage (# sensors), sensing rate, Al-assisted

preprocessing, fusing, collaborative device data)
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Conclusions

» Sensor-generated traffic flows in a Kubernetes-managed cloud-edge
setup within and across clusters

* Managing a large fleet of lIoT devices can be challenging - Enhance
management, scaling and efficient application deployment in |oT-
based environment

* Kubernetes supports horizontal scaling: it can add more devices to a
pool of resources, and vertical scaling: it increases the capacity of an
existing setup, and high availability through its built-in failover
mechanism
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Secure BLE-connected STWINBX1 device via
SPIRE Certificates
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