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Originally, this presentation was in German. Al helped to translate and optimize
this presentation. In addition, it was used to generate graphics. See references.
The access to all resources took place in August/September 2026.

Dr. Nils Timotheus KannengielRer
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Status quo - Threats in Germany in 2026

Attacks by
2023: 7% ==> 2025: 28% ==> 2026: 3/%

Bedrohung aus China und Russland wachst weiter

Konnten Sie feststellen, von wo aus bzw. aus welcher Region diese Handlungen

vorgenommen wurden?

49% Russland

Deutschland +3PP

26%
. @ 34% Iran

USA

EU-Lander +3PP 9%
(nicht DE) Ed

Osteuropa
(nicht EU und RU)

Prozentpunkte (PP)

27% im Vergleich zu 2025
4% -4pp
°

keine Unklar aus
Angabe welcher Region

Basis: Befragte Unternehmen ab 10 Beschiftigten, die in den letzten 12 Monaten von Datendiebstahl, Industriespionage oder Sabotage betroffe| n (n=671)

Mehrfachnennungen maglich | Quelle: Bitkom Res: h 2026

Major threats surveyed German

companies reported attacks (67% conﬂrmed + 29% suspected)

Source (including graphic): BITKOM - https://www.bitkom.org/Presse/Presseinformation/Angriffe-auf-deutsche-Wirtschaft-Spur-auslaendische-

Geheimdienste



Status quo - Threats in Germany in 2026

Alongside highly specialized , all other actors
decreased. A growing number of benefit from

Hinter Angriffen stecken immer 6fter Geheimdienste

Von welchem Taterkreis gingen die Handlungen in den letzten 12 Monaten aus?

Organisierte Kriminalitat/Banden

Auslandischer Nachrichtendienst

Privatpersonen

Unabsichtlich handelnde (ehemalige) Beschaftigte
Vorsatzlich handelnde (ehemalige) Beschaftigte
Konkurrierende Unternehmen

Kunden

Lieferanten
in Prozent

0 Beschaftigten, die in den letzten 12 Monaten von Datendiebstahl, Industriespionage oder Sabotage betroffen waren (n=671) | bltkom
elle: Bitkom Research 2026

"The key is to detect and repel attacks early" (translated)
Bitkom President Dr. Ralf Wintergerst

Source (including graphic): BITKOM - https: //www.bitkom.org/Presse/Presseinformation/Angriffe-auf-deutsche-Wirtschaft-Spur-auslaendische-Geheimdienste



Status quo - Threats in Germany in 2026

16:44 = LTE, 4

Google

In addition, are _ |
. : lhr Sy:ite_m I|st durch (4) Viren schwer
targeted as well: by clicking beschéidigt!

Wir haben festgestellt, dass Ihr Handy 1
Generic_Android K zu 28,1 % BESCHADIGT ist g
verursacht durch (4) gefahrliche Viren von

email links (shown here) or P g
opening (aggressive) in-app ads.

werden in Kiirze beschédigt bzw. geldscht!

SX0):

Wenn Sie das Virus jetzt nicht entfernen, wird es lhrem Handy
schweren Schaden zufiigen. Hier ist genau, was Sie jetzt tun
miissen (Schritt fiir Schritt):

Schritt 1: Tippen Sie jetzt auf die Schaltflache und gehen Sie zur
fir Ihr Gerat empfohlenen Sicherheit!

Schritt 2: Aktivieren Sie jetzt die Sicherheit, um lhr System zu
beschleunigen und zu reparieren!

Who has seen something similar

in the past month?

What can we do about it... ?



Detection Engineering - Definition

Detection Engineering is a

("Direction", e.g. CTl), gathering relevant

logs), plus

YARA, Sigma) in detail ("Processing") ...

Dissemination

Distributing to Stakeholders
SOC, Management, Red Team, etc

Processing

Processing Logs for Query
Development

... which includes followed by the actual
teams ("Dissemination"). Their
etc.) feeds back into the cycle.

Detection

Engineering

cycle
("Collection", e.g.
(e.g., SIEM,

Direction

Cyber Threat Intelligence (CTI),
Threat Understanding, Missed
Alerts, & Incident Response

Collection

Identify your Data Collection

orheLIPs Illustration by SANS

Institute (source
below)

(false positives, insights from alerts,

Source (including graphic): SANS Institute - https: //www.sans.org/blog/purple-teaming-threat-informed-detection-engineering



Detection Engineering - Threats

Summary:
Systematically developing, testing, operating and optimizing
detection rules for security-relevant events.

and their telemetry (examples)

and other attacks on web servers
=> Web server logs, new/modified files, ...

=> Logs, senders, attachments, logs of visited URLs, ...
=> Suspicious processes/registry/files, traffic logs

=> Suspiciously large transfers in real-time analysis, ...



Detection Engineering - Logs and Formats

How do look like? What formats exist? (Examples)

{8 Ereignisanzeige (Lokal) System  Anzahl von Ereignissen: 25.625
v Benutzerdefinierte Ansichten| Jf

Datum und Uhrzeit Quelle - Aufgabenkategorie
Informationen 08,09.2026 10:46:49 WindowsUpdateClient Windows Update-Agent

v _.m Windows-Protokolle

{s] Anwendung
f-, Sicherheit

i' . Installation
[. | System

i) Informationen 08.09.2026 10:46:39 WindowsUpdateClient Windows Update-Agent
i) Informationen 08.09.2026 10:46:29 WindowsUpdateClient Windows Update-Agent
i)Informationen 08092026 104626  Kernel-Power (268)

php-access.log X php-errors.log X
3 [Sat Sep 5 08:43:20 2026) PHP 8.4.11 Development Server (http://127.0.0.1:8080) started
4 [sat Sep 5 08:44:15 2026] 127.0.0.1:42154 Accepted
5 [Sat Sep 5 08:44:15 2026] 127.0.0.1:42154 [200]: GET /
6 [Sat Sep 5 08:44:15 2026] 127.0.0.1:42154 Closing
7 [Sat Sep 5 08:52:15 2026] 127.0.0.1:35678 Accepted
8 [Sat Sep 5 08:52:15 2026] 127.0.0.1:35678 [200]: GET , p
9 [Sat Sep 5 08:52:15 2026] 127.0.0.1:35678 Closing

php-access.log x php-errors.log X

1 [05-Sep-2026 16:20:53 UTC] PHP Warning: Undefined array key "p" in /home/kali/Desktop/
wwi /userpictures/WebShell.php on line 3
2 |05-Sep-2026 16:20:53 UTC] PHP Warning: Undefined array key "login" in /home/kali/Desktop/
wwi /userpictures/WebShell.php on line 4
3 [05 Sep -2026 16:27:49 UTC] PHP Warning: Undefined array key "login" in /home/kali/Desktop/
= mv/userplctures/WebShell php on 11ne 4

- mm mem sl mism . . - - . ‘" “ .-t .

Type, date, time, source, event, additional information, service, ...



Detection Engineering - Logs, Formats and Agents
Logs may use or formats.

For (detailed) logs, needs to be observed
(e.g., personal use of a company phone or laptop).

Image source:
generated on request by
ChatGPT

So-called send relevant data (possibly a selection of logs
already) from each device to a



Detection Engineering — SIEM (Security Inform. & Event Management)

SIEM solutions ,
e.g., Microsoft Sentinel, Splunk or

They support (real-time) monitoring and attack detection, as well as
management, MITRE ATT&CK classification and related tasks. See screenshot
by manufacturer.

-~

% Explore agent Generate report

179847

Alerts level evolutior

@ Password Guessing

Brute Fo
® System Binary Proxy
Account Access Re

Alerts avolution - Top 5 5 agents
® macOs

© Contos

" . e
| mExEE -

OmGanr

Graphic source:
WAZUH -
https://wazuh.com




Detection Engineering -

(MS Sentinel, , Splunk) process structured events
and extract information from unstructured logs using parsers and

means line start outside [ ], otherwise negation (S means line end)

\[ matches |

[*\]]+ matches one or more characters other than ]

[abc] matches one of these letters

[*abc] matches none of these letters (e.g. another letter or digit)
\[[*\]]+\] matches [ anything except]]

\s whitespace character (e.g., space)

\s+ one or more whitespace characters . any character

\s* zero or more whitespace characters

\S+ one or more non-whitespace characters [A-Z]+ one or more uppercase letters
+ one or more digits

\S+:\d+ e.g. IP address : port ( ) capture for output

\d{3} exactly three digits (?i) ignore case

\d{2,4} between 2 and 4 digits



Detection Engineering - Decoders for a SIEM System

To interpret different logs correctly, so-called are needed
(valid entry? Field mapping possible?)

Example decoder (Wazuh, incomplete reg.exp.)

[Sun Sep 12 11:20:03 2026] 127.0.0.1:46504 [200]: GET /index.php

\[[M\]]+\]\s+\S+: i.e. [SunSep 12 11:20:03 2026] 127.0.0.1:  (excerpt)

srcip,srcport url

Notice: Wazuh field



Detection Engineering - Rules for a SIEM System

... while detect specific events and assign their severity.

Example rule definition (Wazuh)

level="7"

AS\d\dS

A5\d\dS matches 500-599

Custom level from O (irrelevant) to 15 (severe)

Source: https://documentation.wazuh.com/current/user-manual/ruleset/rules/rules-classification. html|



Detection Engineering - SIEM Events and Automation

There are many , from information ("Server started")
to security-relevant events ("Trojan XY found").
administration and enable
/see screenshot by manufacturer).

Alert groups

"ﬂ

Graphic source: WAZUH - https://wazuh.com/platform/xdr/

= observed occurrence = triggered detection
= assessed security incident



Detection Engineering -

can be as needed, in line with the Detection Engineering
cycle, but...

Do you think
"Please assess this attack (raw data XY) and provide an executable action

(for Wazuh, firewall, etc.)." => OpenAl provides SRE agents (see below)

Agents > New agent Unsaved changes
Angriff — Rohdaten Xy

; 2025-04-26 10:14:32
] SRC_IP: 185.199.110.23
! DST_IP: 10.0.0.15

PORT: 443

Bewertung des Angriffs

A Setup Sessions
J Bedrohung:
\\ ) C Art: SQL Injection (automatisiert) Agent definition A

Risiko: Krit

USER_AGENT: sqlmap/1.7.12 - 'll Name SRE agent for incident respo
REQUEST: GET /login.php?id=1’ OR 1=1 = k
| ST(:~1)§, e CRILRIEC e 7 (p. \ @ Betroffene Ressource: /login.php
mage source: ot k‘ﬁ
o

PROTOCOL: TCP

BYTES: 532 You are an SRE assistant investigating production

Empfehlung: L. .
generated by IP blockieren, Logiiberwachung incidents. Help the user understand the impact,
ChatGPT on aktivieren, auf weitere Indikatoren priifen identify the likely cause, and choose a safe next
request - Kl-Analyse g step.

1. Establish the affected service, symptoms,
incident time window, and customer impact. Ask
for missing details that materially affect the
investiaation.

Would this be a good option? Image source:
.. ChatGPT.com

@ Ask Al to analyze everything? Are there any risks? Agent definition




Detection Engineering - Optimization
- Probably not a good solution.
o (GDPR: data requiring protection.)

should (for now?)
risk of incorrect decisions and attacks (prompt
injections). Possible legal restrictions (EU Al Act).

o (Very high token costs for Al usage.)

However:

(e.g., preparing a ticket) can be for
recommended actions and prioritization (level). A human may validate the
result (= reduction of workload).



Detection Engineering - Optimization
various , e.8.,

: Nmap scan with
detailled information on a found service

configuration and using
an actual log entry to let Al create the required rule

with more information
(e.g., information about found Mirai malware)

Good to know:
YARA rules classify files using text or binary patterns, e.g., with publicly
available signatures (Valhalla). Sigma is the same for logs.

Sources:

WAZUH - https://wazuh.com/blog/nmap-and-chatgpt-security-auditing/ and https://wazuh.com/blog/a-sneak-
peak-at-agentic-ai-in-wazuh/ and https://documentation.wazuh.com/current/proof-of-concept-guide/leveraging-
llms-for-alert-enrichment.html as well as NEXTRON SYSTEMS - https://valhalla.nextron-systems.com/



Detection Engineering - Optimization

Summary: Al can help to

|deas & examples (by me):

When occur, trigger of
unknown apps of employee devices (consider data protection!) to obtain
a detailed assessment ( ).

to identify and prevent
imminent data exfiltration early.

' ?
[...] Any other ideas: .&



Detection Engineering - Optimization

A note on Al:
Many capabilities already exist or are under active development.

"Mobius is an agentic SOC for Wazuh. It ingests your alerts, triages
every one of them with Al, enriches with MITRE ATT&CK, correlates
the escalations into incidents, and can respond, automatically or
with your approval.”

... but: Do you want to export all alerts to an Al, maybe worse
outside Europe? GDPR?

Source: WAZUH - https://docs.mobius.wazuh.com/



Detection Engineering — Demo overview

* Demo web server
* Scenario: Shop with insufficient upload validation
= WebShell + replacement of mobile app with malicious one
* Wazuh with predefined monitoring (files, access) rules
« Al for further analysis (example: malicious Android APK)

14:13:50

Al APK assessment HIGH: The APK contains strong

static indicators of clipboard collection and

transmission to a hard-coded external endpoint,

consistent with a clipboard-stealing trojan. -

Action: Quarantine the APK and block the

identified endpoint; obtain permission and

~ rule.description manifest details, then perform sandbox/dynamic ~ rule.level ~ rule.id
Suspicious PHP file accessed in analysis focused on clipboard access and : 100101

outbound requests.

Suspicious PHP file accessed in 2 100101

é
Sep 11, 2026 @ 08:13:30.00(
[= Density ¢ 1fields sorted

Suspicious PHP file accessed in &) Filter for value IZ) Filter out value 2 100101

Al APK assessment HIGH: The APK contains strong static indicators of clipboard collection and transmission to a har 4, 2 100203

PHP demo request: POST-’Jhp, HTTP 200 : 100100

MNew An-:!ru:nid.-'kPK-:Ietecled:,fhc:rne_a'b:alifDesktop-«-rw'.'uu'userp;:in:tur»:-.sfa;::p—r'-:eIeas»:e—I'-.-‘Iir'1iTrc:ujar1.apk B2 7 100103




Detection Engineering - Conclusion, Thanks & Discussion

e Threat-informed development:
Attack scenario --> required logs --> detection rules

e Systematic improvement:
Test rules and optimize them using SOC feedback

» Targeted use of Al for optimization:
Rule development & alert assessment

Questions? Discussion?

Dr. Nils T. KannengielRer
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