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1) Introduction to SCADA

- Process Control

- Data Acquisition
- SCADA Software
- Interfaces

- OPC-Technology



2) SCADA-Software ,FIX 7°

- Structure of FIX 7

- Examples



FIX 7: Database

2= Database Builder |Z| |E| |g|

Database Edit Blocks Sort Query Display  Options  Drivers Fonk!  Help
LAMPE_1 it
|Tag Mame |T5,rpe |DE|Scan|IIO Diey ||IO Addr |Curr Value |Scan Stat |Curr Moc

|LAMPE_'] |D| 010 SIM 0:0 QOFEM QM AUTO
TASTE_1 Do — I 00 OFEM QFF ALTO




FIX 7: Draw

= Intellution EIX Draw EJE”‘E|

File Edit Tools Miew Arrange Database Dynamos Window Apps Font! Help

UEDO_1.0DE*

I Objekthame:T_ 1

dyn. Eigensch. Uber:

Objektname:L_1 TAG-Name: TASTE_1(DO)
dyn. Eigensch. Uber: Adresse:
Adresse: -
"THISNODE:LAMPE_1.F_CV" Farbe:
"Vordegrund":

Farbe"Vordegrund™: "0O"=rot
"0"=rot "1 ":gr(_]n
"1"=grin

Befehle:

"On Down": "CLOSEDIG THISNODE: TASTE_1.F_CV*
"On Up". "OPENDIG THISNODE:TASTE_1.F_CV"




FIX 7: View

L4 Intellution FIX Yiew E”E“’E

File View Alarms Commands Applications  Opltions  Window Help

UEDO_1.0DF [PC_5:TASTE 1.F_CV]

b

Objekthame: T _1
dyn. Eigensch. Uber:

Objekiname:L_1 TAG-Name TASTE_ 1(DO)
dyn. Eigensch. lUber: Adresse:
Adresse: -
"THISNODE:LAMPE_1.F_CV" Farbe:
"Vordegrund™:

Farbe"Vordegrund”; "O"=rot
"0"=rot "1 ":g riin
"1"=grin

Befehle:

"On Down"™; "CLOSEDIG THISNODE:TASTE_1.F_CV"
"On Up" "OPENDIG THISNODE:TASTE_1.F_CV"




3) Sample Plant

- DC-Drive
- Brake-System
- Data Acquisition

- Requirements on SCADA
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4) Realisation

- PLC-System
- OPC-Server
- OPC-Client

- FIX 7



Structure of the PLC-System

RS 232
pLC |SPS_1 | |LE4 AS-|
| Master | |ASI-Mst, PB_1| A Stop
ema| LP 1| (X Stopped
~— Urs
SUCO-K |
(RS 485) Rot.-Speed PB2] 1 Reset
—| M4 ||=—
Ready, Stopped LP 2| () Resetied

Stop, Reset



PLC-CONFIGURATION (total)

i Topologie-Konfigurator - [IT_SP... E||E|E| i Topologie-Konfigurator, - [IT_... E][E|g|

konfiguration Bearbeiten Anzeigen Hilfe konfiguration Bearbeiten  Anzeigen Hilfe
e EE =B g Q= RE= =

Strang: 1 Strang: 2 : Strang: 1

EEmm - o S—— reite
& ple]

PS5 4-201 -|-.-1|'-.-1‘i LE4-R05-B51 F54-207-MM1 LE4-505-B51

Ti==]

2INPA20UT
FB_1
220

SREERS 2 ' JIMP /2 OUT
k14 Allgernein e P 1 2

E/A-Auslastung (Evtes): E: 40/128 &: 25/125 E+A: E/f-Auslastung (Bytes): E: 40/128 A: 28(128 E




PLC-MASTER-CONFIGURATION

PS4-201-MM1

Baudrate

(¢ 187 5 kBaud
(" 375 kBaud

ak.

Abbrechen

F.anal

Adresse

&%w/0.0.0.0

|&ia0.0.0.2

|t 0.0.0.4

|t 0.0.0.6

b efbereich

0..70000 rif

0..10000 i

Auflosung

10 Bit
10 Bit
10 Bit

10 Bit

Wertebereich
Min G
0 1023
0 1023
0 1023
0 1023

aF.

abbrechen




MI14-CONFIGURATION

il Topologie-Konfigurator - [IT_.... [= |[B]X]

konfiguration EBearbeiten Anzeigen Hilfe

———1

LE4-505-B51

k14 Allgemein

Efn-auslastung (Bytes): E: 400128 A 25/125

114 Alloemein

Telnehmernummer )
Suconetk-Adesse ]
Ernpfarigsdaten [max, 78 Butes| e
Sendedaten max, 73 Bytes] ﬁ_
Summe Daten [mas, 156 Bytes). i

| CRC

_ 0K Abbrecen




ASI-SLAVE CONFIGURATION (Line 2)

" Topologie-Konfigurator - [IT_... Q@E|

Z2IHP f 2 0UT
Eonfiguration  Bearbeiten  Anzeigen  Hilfe
0.0.0 0.0.1 25 T eilnehrmernurmmer: | 1 -
Hie ey — —
oo St A .
L ! Forrre— | ————1 .
PS5 4201 M1 LE4-505-B51 RIS T F" 1
2.1.0 Spezifizche Angaben
T Herzteller:
FE_1
2.2.0
E [0-Code: 3 D -Code: |'|-j,' -
ZIMP /2 00UT 8 e e
LP_1
2.3.0 Eingange: b
E ALzgange: P
ZIMP /2 00T
LP 2 Arlaf-
Al parameter: I [ [
ZIMP /2 0UT —
PE_2 = Ubernekhimen Beenden
E/f-Auslastung (Bybes): E: 40/128 A: 28/128 E




PLC: PROGRAM-EDITOR

% POE-Editor - IT_W_MI4.poe - Programm

Datei Bearbeiten Ansicht  Einfdgen  Cnol Extras Fenster Hilfe

FRE @ S as o B | S %
BRI EE BEEBEEHo | Fd D = | T R?
B LE | ww st osmos e | em poom e BF I | per RET RET

5% IT_W_MI4. poe - Programm

VALE - (*3et Control Voltage™¥)
[*PLC*) i
% 0 AT %2I0.0.0.0.0 EOOL [*Control readsy LD 3 0 ["Control ready®)
% 1 AT %I0.0.0.0.1 EOOL [*PLC _STOFP¥*) 3T M_00
S _2 AT %I0.0.0.0.2 BOoOL [*PLC_RE3ET™¥) 3T Q 0 [*SHOW READYT)
3 3 AT I0.0.0.0.3 BOOL [*PLC Zet-WValus— 3T PLC_READY

LD M 0O (*READY™®)

Q 0 AT %Q0.0.0.0.0 BOOL @ (*Control ready® JHFC P 1 (*Control resdy?®)
2 1 AT Q0.0.0.0.1 BOOL ; (*3top PLCH)
Q2 AT QO0.0.0.0.z2 BOOL : (*3top from FIX® LD M 0D
Q 3 AT %Q0.0.0.0.3 BOOL ; (*PLC Set-Ual.¥*) 3T M 07 (*ready for remote Contr.¥)
Q 4 AT %Q0.0.0.0.4 BOOL : (*ready for rem. 3T O 4
Q 5 AT %2Q0.0.0.08.5 BOOL @ (*remote Set-Val
LD Z0O46 [*For Stop:UCPLC=5,0WV; UC=
ANAL OUT AT %QAWO.0.0.0: UINT; [(*Display PLC* 3T UCPLC
JHF F_10 [*Prograagn—End®)
ERIT W Miap. |
x|
]
< | >
_l:_:thhmmthﬂSMMMBmmnﬁ_Mmm%mﬁmvmwm hEMWmmmhmf

Bereit PS4 _200 AL 1 1




MI14-Configurator

®w Ml|4-Configurator - IW_MI4_1.PRJ
File Edit Miew Page Touch3creen Graphics Project  Transfers  Options  Help
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Properties of the Indicator Lights

............................................. * kS

General JmextandEqurs T Reference T General T Test and Colors T Reference T
L egend Fo (BN -| Bg |1 - Looks Number of states
State  |1.stale v State Color | " Simple rounded 0

" Rounded 3D -

|/ Background | - |  inch '3
" Use Fixed Panel Font " Square 3 i

Legend position Select Font ... ~ Custon )

(Top [+ Center

1[4 Cancel Help 0K Cancel Help




Address of the Indicator Light

SUCONET K Define Field ver. 3.12

PLC Reference -

0K
Data Type Dffset \_]
Internal Relay _1] ‘23 E

Data Format Bit Index PLC Ed.d."::?ﬁ.

BT LR W31

ol (PR ¢ ey 18 1"" P PP L e
[.:l‘ LOW CHomn anan cron

Cancel ‘

b

fep |




Gauge Properties I

Properties of the Gauge

Lapout

T Colorz

Title

Minimum 0

Maximum 000
Decimal point |(

Scale
Mumber of labels
Humber of major ticks |3

Mumber of minor icks |4

Reference Start
PLC v Mwi4 J End [
Scaling e
'1’=|1. f|1 K+||] Add ‘

0K Cancel | Help

General [ T aout { Calos
Title % position ’r 4 Labels position|{30 4
Title y position ’5[]7 s Ticks length ’Tﬂ— z
Title font... ‘ Labels funt...‘ ficks postion Uuizude
Gauge Heedle
Start angle 240 0 " Type Filled ti +
Angle range ET Front length 95—_ F 4
Diameter an 00 % Tail length [ %
Center & position [5p = % Baze circle |p 4
Center y position [5p = % Angle 10 :
1] 4 Cancel Help




Architecture of the SCADA-System

Stop, Reset

Node-Server || pc 5 || WINXP, FIX 7
RS 232 com 1 | com 4 RS232 | Frequency-
| | Converter
pLC | SPS_1 LE4 AS-|
| Master | |ASI-Mst. PB_1| A~ Stop
EM4 Uc LP 1|(X) Stopped
~— Urs
SUCO-K PB 2| /- Reset
(RS 485) Rot.-Speed o RS
- Mid = Ready, Stopped LP_2| () Resetted




Overview of the Software-Tools

Node-
Server PC 5
DRAW , VIEW
FIX 7
DATABASE

IFIX_OPC-CLIENT

MOELLER LENZE
OPC-SERV. OPC-SERV.

COM 1 COM_4

PLC Frequency-
Converter




OPC-SERVER ,MOELLER"

2 config_IT.mdb - Moeller S40-OPC-Server Konfigurator
Dakei Bearbeiten Ansicht Gehe 20 Werkzeuge  Hilfe

O @ B & B E o == ] | B
=42 adressraum :
= &) SPS_IT +]2 Mame: | TORGUUE_FC
=1L Merker
=[] M_From_FIx Bezchreibung:
B| FRESET _FIx
F:S_FC_ Merkerbyte: T_l,lp:lleFlD
START BWD _FIY
START _FWD_FI

STOP _FIx
TI"‘IF'I"IE Fr | Simulation I Manueller wert
LICEWD | <Micht zugewie ~| wert: |
A2 LICEWD

=23 M_to_FI¥ I Amay Shart | Konwvertierung verwenden
[E] ACT_BWD _ |
ACT_FWD Anzahl
ID
LoZ_STOP [ Alarmszignale erzeugen
PLANT_STOP
PLC_READY M achricht: |

REM_STOP
SET _Ei'-.-'-.-'D ACT Digital-alarm: | b zUgel J Lirmit-&larm:
SET_BWD_HIGH .




OPC-SERVER ,,LENZE"

& Lenze DriveServer-konfiguration

Datei  Konfiguration  Antrieb bearbeiten  Fenster  Hilfe

N

Lsen

<3 [C0042:000] -
3 [C0043:000] -
3 [C0045:000] -
< [CO046:000] -
<3 [C0045:000] -
< [C00A0:000] -
< [C0051:000] -
3 [C0052:000] -
< [C0053:000] -
3 [C0034:000] -
< [C003E:000] -
3 [C0057:000] -

Dl=: Guickstop

Fehler ricksetzen

MZET JOG-Ausyvahl

DI NSET-N

DIS: NSET-NADD

DIS: MCTRL-MZETZ2

Dl Drehzahliztweert
DI Matorspannung
DI Zwischenkreiszpar
Dl=: Imat (Matorstrom)
DI MCTRL-MSET2 (Max
DIz Maximalmomert [C8

L B

¥

Wert

Einket

et

17:39.32




OPC-CLIENT ,,INTELLUTION"

1 C:AFIX32WPC_5.0pc - PowerTool [Z“E]g ]
File Edit Wiew Display Mode ©Options Help

DWW @[ » = [[90p uu| [ S | 7|

“a OPC

Group M arme: Group3 Enable v

D ezcription: TO_Flx

) Ttem3s
) Ttem3?
i Itemn3s /0 Type: |.-'l'-.3_l,ln|:hr|:|n|:|u3 LJ Jpdate R ate:
d Ibermn39
1 Itemd0 Drata Source: |I:an:he L] % Deadband:

OFC Group Communications Settings:

= 5! MOELLER — Azunchronous Communications Sethings
= g aFOLpE Fall Rate: 05:00 v Enable &svnchronous Watchdog

Szunc Timeout: {10000

[ i

& Bl ‘ I % 5]

For Help, press F1




OPC-CLIENT: Item ID

T C:VFIX32WPC_5.0pc - PowerTool [Z ]|E]E]
File Edit Wiew Display Mode Options Help

D|EE @[ » = [ | [ S | | was

|- &g OPC

[tern Marme: [tem Enable v

D ezcription:

q) Item3s
S Item=7 OPC Item Settings:

Item3a ltem 1D SPS_IT.Merker b _to_Fl=.LOC_STOF
d Ikern3g

Access Path: Mo Access Path

=<3 MOELLER

+ Groups
=l Group3

[kern Start: [kem Length: J Array [

Requested Datatype: ISewer :_] Browse Server...

— Client 5ettings:

[ Dizable Dutputs 1 ""'l
b

@l | X

S ‘ > i

For Help, press F1




IFIX-OPC-CLIENT: BROWSER (Moeller)

Browse OPC Server E|
Iterm [Ds: Accezs Paths: -
= Moeller.540-0PC-Datadccess -~ +- 5SP5_IT.Merker.M_to_Fl<.LOC_STOF
=-5P5_IT

=1 Merker
k_1

E bA_from_Fl=

-RESET_FI=
-R5_FC

sTART_BWD_Fl=
START_PwWD_Fl=
STOP_Fl=
TORGUE_FC
LCEWD
LCPw D
(=1 M_ta_Fl=
ACT_BwD
ACT_PwD
|0
LOC_STOF
-PLAMT_STOFP

€ 4

ItemlD: Access Path:
SPS_IT Merker.b_ta Flx= LOC_STOP

ak Cancel




IFIX-OPC-CLIENT: BROWSER (Lenze)

Browse OPC Server

Item 10

<

[CO045:000] -
[CO046:000] -
[CO043:000] -
[CO050:000] -

[CO052:000] -
[CO053:000] -
[CO054:000] -
[CO05E:000] -
[CO057-000] -
[CO05E:000] -
[CO053:000] -
[CO0G0:000] -
[CO0G1:000] -
[CO0632:000] -
[CO0G4:000] -
[CO0G7-000] -
[COO70:000] -

Itemlr;

HSET JOG-Auzwahl
Dls:
Dls:
Dls:

Dls:
D15
DIs:
Dls:
D15
Dls:
DIs:
Dls:
Dls:
DIs:
Dls:
Dls:
Vpn Drekhzahlregler

MSET-M
HSET-HADD
MCTRL-MSETZ

: Direbhzahlhiztwert

b ctarspannung
Zwizchenkreizzpannung
Imot [k otorstrom)
MCTRL-MSETZ [k=oll]
M aximalmoment [CEE C22)
Falradwinkel
Maotor-Polpaarzahl
Motor-Rotorlage
E.Lhlkorperternperatur

kM atortemperatur
Gerateauzlaztung 1=t
Fehleranzeige TRIF

ILenze OPC Lecom Server.4-1. Codeliste, [CO0ST:000] -

Aoccess Paths: -

{-

Aoccess Path;

+- Lenze OPC Lecom Server. 4-1 Codeliste. [CO0ST ;01

x)

k. Cancel




FIX 7: Database

-; [atabase Builder

Database Edit EBlocks Sort Query Display  Options  Drivers  Fonk!  Help

FC_IMOT 8
|Tag Mame |T~_¢pe |DE|Scan|IIO Dy ||IO Addr Curr Value  |Scan Stat [Curr Moc
1 |FC_IMOT |ﬂx| 030 OFC LEMNZE; Group1;Lenze OPC Lecom Server 4-1 Codelis 2,50 I ALTOD
2 FC RS A 0,30 OFC  LEMNZE;Group?lLenze OPC Lecom Server 4-1 Codelis 0,00 M ALTO
3_ FC_TEMP_COOLER Al 050 OFC  LENZEGrouptLenze OPC Lecom Server 4-1 Codelis 46,00 2N ALTO
4_ FC TORQUE Al 030 COpPC LEMNZE,; Group1;Lenze OPC Lecom Server 4-1 . Codelis 0 il ALTO
5_ FC WOLT MOT A 0,30 OFC  LENZE,Groupt;Lenze OPC Lecom Server 4-1 Codelis 24,00 2N ALTO
6_ FC VOLT 7K Al 030 OFC LEMNSE, Group1;Lenze OPC Lecom Server 4-1 Codelis 579,00 I ALTO
T_ LEM 1 Al 010 OFC  LEMNZE,Groupt;Lenze OPC Lecom Serverd-1 Codelis 1,70 ] ALTO
8_ URS Al 050 OPC MOELLER;Group3;SFPS_IT Merker M_to FEXURS: Mo 0,00 O ALTO
9 RerEE AD -  OFC  MOELLER,Group5,SPS_IT Merker M_from_FIXRS_F 0 On AUTO
T TORQUE_FC AC —  QFC MOELLER,Group5,SPS_IT Merker M_from_FIX.TORC O ol ALTO
T LUCBEWD AC -  OFC MOELLER,Groups,SPS [T MerkerM_from_FECUCEY 0,00 O AUTO
T LUCEWD AO -  OFC  MOELLER,Groups,SPS_IT Merker M_from_FECUCEY 0,00 oM ALTO
T ACT_BWD 3] 050 OPC  MOELLER;Group3;SPS_IT Merker M_to FIX ACT_BY CLOSE oM ALTO
T ACT_FWD Dl 050 OPC MOELLER,Group3,SPS_IT Merker M_to FXLACT_FY OPEM O ALTO
T LOC _STOP 3] 010 OPC MOELLER;Group3;SPS_IT Merker M_to FIX LOC_ST OPEM oM ALTO
T PLAMNT_STOP D 010 OPC  MOELLER,Group3,SPS_IT Merker M _to FRXPLAMNT  OPEM O ALTO
T PLC_READY ] 010 OoPZ MOELLER,Group3, SPS_IT Merker M_to_ FIX PLC_RE CLOSE o ALTO
T REM_STOP Dl 010 OPC  MOELLER,Group3,SPS_IT MerkerM_to FEXREM_S™ OPEM O AUTO
T SET_BWD_ACT Dl 010 OPC  MOELLER,Group3,SPS_IT Merker M_to FXSET_BY OPEM oM ALTO
T SET_BWD_HIGH Bl 010 OPC MOELLER;Group3;SPS_IT Merker M_to FIX SET_BY OPEM O ALTO
T SET_FWD_ACT Dl 010 OPC  MOELLER,Group3,SPS_IT Merker M_to FXSET_FY CLOSE oM ALTO
2’? ! SFET ORI HIirksH il nAamn M rRATIFTL T FR EArmnn2- << 1T hdarlear bd 00 FIW SFT FEW MIEFR Mkl Al ITm . b




FIX 7: Draw

% Intellution FIX Draw EJE”El

File Edit Tools Miew Arrange Datsbase Dynamos  Window  Apps  Font!  Help

PLC ready ]

DC-DRIVE BRAKE-SYSTEM
e Actual Rot.-Speed Backwards Brake-Machine
] i = Actual Rot-Speed  # st 4
Stopped from PLC Stopped from Plant
] Torque:  ##H#H
Stopped from FIX Current:  #H #HHE #H
Sto . Reset Stop .
P Voltage: ## #HHt #H
Start forward . Start backwards .
Set forward too high LoD et baclkwards too high
L ] = = Frequency:-Converter
== Change Direction | 78— Set-Yalue _
Set-Value = = £ Voltage DC-Circuit: H i
4 $HHE : . = Temp Cooler: ###H ##
- A act 5 zsi Backwards active
anward aclive — .
= = ]
= o = .
forwand basIneands Rated Power:  ## ft ##




FIX 7: View

L4 Intellution FIX Yiew

==X

File Miew Alarms  Commands  Applications  Options  Windows

Help

IT_W_2.0DF [PC_5:5TART_FWD_FIX.F_CV]

Start forward

et forward too high

Set-Value
90,59

Forward active

PLC ready [T

DC-DRIVE BRAKE-SYSTEM

e Actual Rot.-Speed Backwards Brake-Machine

] 1.807,00 Actual Rot.-Speed 1787 00
Stopped from PLC Stopped from Plant
| | | Torque:  -6,00
Stopped from FIX Current: 2,60
Reset Stop
Stop O O Voltage: 141,00

O

100 —

Start backwards Q
et baclkwards too high

100 — | |

- Frequency:-Converter
e QSUet;falue Voltage DC-Circuit: 977,00
’ Temp Cooler: 3§ (0

Zhange Direction

O -
Eackwards active

C [ ]

Rated Power;

1,10
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