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ORGA is one of the world’s leading
companies in the smart card industry.

ORGA Kartensysteme develops and
markets software and tools for smart
cards, which we also manufacture and
personalize.

ORGA Systems develops and markets
billing solutions for tailored customer
needs.

As part of the GHP Services group we
offer card-based, end-to-end interactive
marketing and customer management
systems.

Industrial Engineering within ORGA´s smart card production

ORGA Introduction
What does ORGA do?
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MarketingMarketing

SalesSales

ProductionProduction

DevelopmentDevelopment

System IntegrationSystem Integration

Telecommunications

Banking

Health

Identification
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ORGA Introduction
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• ORGA Smart Card Center
• Smart Card Production
• Manufacturing View

Industrial Engineering within ORGA´s smart card production

ORGA´s Smart Card Center in Flintbek
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ORGA Smart Card Center, Flintbek, Germany

    Certificates:
VISA
(credit/debit cards) 

EUROPAY / MasterCard
(credit/debit cards)

GSM Network Carrier: 
Several network operators

Social insurance (Health)
Several authorities

Pay TV 
Several companies 

Quality Management Certificates:
DIN EN ISO 9001:2000

Environment Certificates:
DIN EN ISO 14001

Industrial Engineering within ORGA´s smart card production

ORGA´s Smart Card Center in Flintbek
ORGA Smart Card Center
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Process Chain

Module
Production

Card Body
Production

Injection 
Moulding

Lamination

Initialisation / 
Personalisation

Mailing / 
Fulfilment

Letter Printing

Mailing
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ORGA´s Smart Card Center in Flintbek
Smart Card Production



© ORGA Kartensysteme GmbH • FH-Kiel / 2nd International Workshop, S.Rieber, OP-IEN-SWI, 20.08.2003 • 11

Industrial Engineering within ORGA´s smart card production

ORGA´s Smart Card Center in Flintbek
Manufacturing View
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• Main Tasks
• Influencing Variables

Industrial Engineering within ORGA´s smart card production

Industrial Engineering at ORGA
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Industrial EngineeringIndustrial Engineering

Smart Card SoftwareSmart Card Software Smart Card HardwareSmart Card Hardware Production SystemProduction System

Design and setup for IT 
production systems

System software 
development for 

cost reduction

Documentation for 
security certification

Design and setup for IT 
production systems

System software 
development for 

cost reduction

Documentation for 
security certification

Development of new 
smart card components

Operation of hardware 
analysis laboratory

Development of new 
smart card components

Operation of hardware 
analysis laboratory

On schedule setup
for new products

Software development 
for product specific 

processing

Software product 
configuration

Test and acceptance

On schedule setup
for new products

Software development 
for product specific 

processing

Software product 
configuration

Test and acceptance
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Industrial
Engineering
Industrial

Engineering

Setup for new           smart card products

StandardsStandardsCustomer Specific 
Demands

Customer Specific 
Demands ProductionProductionLaws / RegulationsLaws / Regulations

Proprietary Specifications
Security Concepts
Traceability
Audit Trails
etc.

Signature Law / Reg.
Data Protection Law
Environmental Laws
etc.

Process Stability
Cost Reduction
Technology Integration
etc.

DIN /ISO (e.g. 7816)
EMV, VISA, MC
GSMA
BSI, ITSEC, CC
BS7799
PC/SC
JavaCard
OpenPlatform
etc.

Industrial Engineering within ORGA´s smart card production

Industrial Engineering at ORGA
Influencing Variables
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• Production Phase Model
• Production Interfaces (IT)
• Production System (Functionality)
• Production System (Organisation)
• Production System (Structure)

Industrial Engineering within ORGA´s smart card production

Smart Card Production
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Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6 Phase 7

Embedded
Software

Development

Chip Design Chip
Production

Module &
Card Body
Production

Embedding Personalisation,
Mailing & Shipment

Product Usage

DEVELOPMENT PRODUCTION USAGE

App.
Software

Smart
Card OS

Initialisa-
tion Image

Mask Card Body App.
Software

Personalisation
Data

- Increased Cryptographic Requirements During Production

Chip
Design Wafer Module

Initialised
Smart
Card

Personalised
Smart Card

Letter
Printing,
Mailing

Delivered
Smart
Card

PIN/PUK
Letter

- ORGA Production Phases (Flintbek)

Industrial Engineering within ORGA´s smart card production

Smart Card Production
Production Phase Model
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Module Production,
Initialisation &

Personalisation System

Customer

Image
Development

Customer
Data Server

Shipment

INPUT OUTPUT

Personalisa-
tion & Mailing

Data

Key Data

Initialisation
Image

Response
Data

PIN/PUK
Letter

Smart
Cards
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Smart Card Production
Production Interfaces (IT)
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• user / role administration
• security and audit functionality
• workstation access control (Smart SignOn®)
• customer and production order management
• key management (e.g. HSM)
• production data management
• machine interfaces for testing, initialisation, personalisation, application

loading
• data interfaces for secure data exchange between internal and external

systems (e.g. using CD-R)

The main system functionalities are:

Industrial Engineering within ORGA´s smart card production

Smart Card Production
Production System (Functionality)
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OP M-Res
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T-SYS
S-SYS
K-CUS
Audit

O-MAN

CD-MAN

Data (offline)

OP / SHL

File- & DB-
Server

Mailing

Initialising,
Personalising (e.g. HPPS)

PIN/PUK
Printing

Letter Printing

M-RES

IO-Terminal HSM
Company
Network
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Smart Card Production
Production System (Structure)
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• PKI Product Example (SDA)
• PKI Production Integration

Industrial Engineering within ORGA´s smart card production

PKI Product Setup
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Example 1:
Offline Data Authentication
within Banking Applications
using Static Data Authentication (SDA)

Example 1:
Offline Data Authentication
within Banking Applications
using Static Data Authentication (SDA)

Cardholder

SKCA

PKCA

CommunicationCommunication

SKCA signs 

PKISS

SKISS

PKISS

SKISS signs 

Static Application Data

Issuer 
Public Key 
Certificate

Signed Static 
Application Data

1. PKCA authenticates PKISS

2. PKISS authenticates SSAD

Merchant

Certification AuthorityIssuer Acquirer

PKCA distributed to acquirer

PK
C

A  resides in term
inal

PKCA
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PKI Product Setup
PKI Product Example (SDA)
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Smart Card
Production

Smart Card
Production

Trust Center
(trusted authority)
Trust Center
(trusted authority)

Issuer
(Customer)
Issuer

(Customer)

User
(Card Holder)

User
(Card Holder)

User DBUser DB

RARACACA

CA*CA*

Smart CardsSmart Cards

PIN / PUKPIN / PUK

Specification,
Order  Perso. Data

User Data

Card Mailing

PIN Mailing

Contract

Matching

Registration,
Activation
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PKI Product Setup
PKI Production Integration
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• 2010: each person has 3 - 5 smart cards
• New applications every day
• Smart cards with open platform technology enable the

flexible and efficient design of new smart card-based
applications

• Users can employ applications and services on smart
cards flexibly and according to their own individual
needs

- The continuing migration to smart card-based solutions
enables profitable new business models.

- Smart cards make life more mobile, convenient,
communicative, secure and informative.

Industrial Engineering within ORGA´s smart card production

Outlook
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2nd International Workshop on Embedded Systems,
Internet Programming and Industrial IT

www.orga.com
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